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Introduction to the Issue   

“No one shall be subjected to arbitrary interference with his privacy, family, home or 

correspondence, nor to attacks upon his honor and reputation. Everyone has the right 

to the protection of the law against such interference or attacks.” 

-The Universal Declaration of Human Rights, 1948  

Technological devices, being a big part of our lives, store way more personal 

information than we expect. From our location to our contacts, most apps collect very detailed 

personal information from our devices, claiming to “provide a better experience” to their 

users. We accept the Terms of Use without reading, and it turns out that those terms include 

sending our information to third-party companies. We accept the ‘cookies’ of every website 

without thinking twice. But we get surprised when we get ads on our phones from the name of 

the restaurant we have mentioned in a phone call. A possible stealing of personal data could 

lead to worse, it is not difficult for hackers to reach to a bank account or a house address if 

they are not safely stored.  

As mentioned above, since an average person couldn’t tell a safe website from a 

dangerous one apart, and more people got hacked every day, it was obvious that a regulation 

regarding the storage of personal data and immediate spread of awareness was necessary. 

Consequently, after the insufficient Data Protection Act, General Data Protection Regulation 

was adopted with great hopes by the European Union. Although it was not completely 

ineffective, the GDPR wasn’t adequate to resolve the problem at all.  

Meanwhile, several scandalous incidents took place as well. Some of them caused 

major public aggression, for instance, the personal data theft of Facebook was followed by a 

great amount of criticism and cost the company thousands of users. 

 



	
 

 

 

From a realistic aspect, it would be wrong to say that public knowledge about online 

security hasn't increased but when compared to the rapid development of the technology 

industry, the precautions to ensure cyber security were definitely inadequate. The issue now 

remains unsolved, with more people getting affected and harmed by various types of misuse 

of information technology every day. 

Involved Countries & Organizations 

European Union 

 European Union, as explained below, has signed a new regulation called the 

General Data Protection Regulation in 2016. The regulation includes very important points to 

decrease the cybercrime rates. EU countries are believed to have safer websites and stronger 

cyber security, especially after the adoption of General Data Protection Regulation. 

 

United States of America 

 Unlike almost every Member State, United States has not adopted a separate data 

privacy law, instead, there are limited sectoral laws. United States is being criticized for not 

adopting such a law. 

 

People’s Republic of China 

 Despite being a technologically developed country, PR China is not really safe in 

terms of cybersecurity. An estimated percentage of 27.4 of cyber attacks in the world initiate 

from PR China, which makes PR China one of the countries with most cyber attacks. PR 

China is also the Member State which has the most consumer loss through cybercrime. 

 

Russian Federation 

 Russian Federation, just like PR China, has very high rates of cyber crime despite 

of its reputation as a technologically developed country. It has also received public aggression 

because of its unlawful influence to the presidential elections of the United States of America. 

 

 



	

 

 

Detailed Analysis of the Issue 

In order to fully understand the right to privacy, one must analyze the regulations 

correctly. In today’s world, their information being collected, or even being shared to third 

party companies isn’t really a big deal for most people. However, when examined, it can be 

seen that the General Data Protection Regulation which follows as “Article 2- If the data 

subject’s consent is given in the context of a written declaration which also concerns other 

matters, the request for consent shall be presented in a manner which is clearly distinguishable 

from the other matters, in an intelligible and easily accessible form, using clear and plain 

language. Any part of such a declaration which constitutes an infringement of this Regulation 

shall not be binding.’’ clearly states that the use of personal information is only possible with 

full consent of the user, and by requesting it clearly and in a way that it is distinguishable 

from other matters. 

Throughout few previous decades, foreseeing the possible danger of developing 

technology and the overwhelming amount of personal data being stored, several acts and 

regulations were signed and brought into action. 

One of the first actions against cyber attacks was the Data Protection Act. Aiming to 

set the necessary measures to prevent from the abuse of personal information, the United 

Kingdom published the Data Protection Act (DPA) in 1998. It included many new points 

about data storage, demanding for the accuracy and lawfulness of personal data. After the 

establishment of DPA, personal information could no more be stored longer than necessary or 

processed without clear consent. DPA was one of the first major acts to secure personal data 

rightfully. 

In 2016, the European Union Parliament passed a regulation called General Data 

Protection Regulation (GDPR). GDPR can be considered as an updated version of DPA, it 

includes more details and articles about the implementation of reasonable penalties to the 

violators, therefore requests the creation of safer websites. It did not have significant effect on 

crime rates due to various reasons. However, it prevented many websites from stealing 

information thanks to its policy about non-compliance. The penalties implemented in case of  

 



	
 

 

 

non-compliance can be up to twenty million US dollars, which is an important reason why 

most websites now try to avoid from security leaks. 

The personal data share of Facebook 

One of the most scandalous events violating the protection of personal data was when 

Facebook shared the data of its users without permission. Mark Zuckerberg, founder of 

Facebook, admitted having shared the data of eighty seven million Facebook users to 

Cambridge Analytica for the purpose of political profiling. Additionally, it turned out that 

Facebook gave ‘deep access’ to Apple, Samsung and other firms. Previously, Zuckerberg had 

stated that all Facebook users had ‘complete control’ over whom they share their personal 

data with. After great public aggression, Facebook lost many users. 

Russian Interference to the Presidential Elections of the U 

The Russian Federation was accused of meddling the US Presidential Elections in 

2016, by eight national security groups, including FBI and CIA. It is indicated that the 

Russian intelligence started the cyberattacks in March 2016 by hacking the e-mail addresses 

belonging to the volunteers of election campaigns of Hillary Clinton. CIA reports: ‘’Russian 

President Vladimir Putin ordered an influence campaign in 2016 aimed at the United States 

presidential election.’’ 

The meddling of the Russian Federation was believed to be aiming to reduce the 

number of votes for Hillary Clinton, presidential candidate. The other candidate, now 

president of the United States, Donald Trump refused all the claims regarding the Russian 

interference in the first place. But then, all of a sudden, he posted on Twitter “I accept our 

intelligence community’s conclusion that Russia’s meddling in the 2016 election took place. It 

could be other people also. There’s a lot of people out there.”  

 

 

 

 



	
 

 

Timeline of Key Events 

1990 The Computer Misuse Act was introduced. 

1998 Data Protection Act was adopted. 

2013 UN General Assembly adopted the resolution 68/167. 

2016 The Russian Federation was accused of meddling the 

elections in the US. 

2018 General Data Protection Regulation started to be 

implemented. 

2018 It was exposed that Facebook shared personal information of 

its users without permission. 

 

Past Resolutions and Important Documents 

Article 12 of UN Universal Human Rights Declaration, 1948 

(http://www.un.org/en/universal-declaration-human-rights/) 

Many of the existent cyber security acts are based on this article, as it emphasizes the 

protection of personal data. Since this declaration was published in 1948, that article needed 

to be modernized in order for it to be more effective upon the cyber security matters. 

Consequently, several acts and regulations which are explained in the next section were 

published throughout last few decades. 

Resolution 68/167  

(https://undocs.org/A/RES/68/167) 

This resolution is one of the few resolutions that are promoting the right to privacy 

while also putting special emphasis on digital security. Even though it calls upon the member 

states to put measures to end the violations of right to privacy on digital platforms, a 

significant progress wasn’t made. 



	
 

 

 

Previous Attempts to Resolve the Issue 

There are several legislations about this very topic since it concerns many member states due 

to its wide range. The following ones are the significant ones, however, bear in mind that 

there are other regulations regarding cyber security as well. These attempts were mostly 

successful in their own fields, however, when the constant development of information 

technologies is taken into consideration, these attempts failed to decrease the cyber crime 

rates which keep increasing along with information technologies. 

Computer Misuse Act 

This Act is the first legislation of the United Kingdom about the regulation of 

information technology. The Computer Misuse Act was adopted back in 1990, being one of 

the first precautions against the misuse of information technology. The main point of it was 

prohibiting unauthorized access to a computer and the unauthorized modification of its files. 

It has gone through several amendments since it was adopted. For example, in 2015, the 

penalty of breaking this law was amended to at most 14 years, depending on the severity of 

the crime. As the penalty itself suggests, cybersecurity started to be prioritized by the 

governments as well. After the amendments that were introduced in 2015, the individuals who 

were charged under the terms of this act decreased by 18%.  

            DPA (Data Protection Act) 

DPA is the data protection system of the United Kingdom which was adopted back in 

1998. It controls how personal data of its citizens is used by companies or the government. 

Over the time, it was amended several times and the DPA of 2018 became UK’s 

implementation of the General Data Protection Regulation (this regulation is further explained 

below). DPA has strict control over how personal data is used, ensuring that the information 

is: 

‘‘•used fairly, lawfully and transparently 

•used for specified, explicit purposes 

•used in a way that is adequate, relevant and limited to only what is necessary 

•accurate and, where necessary, kept up to date 



	
 

 

 

 

•kept for no longer than is necessary 

•handled in a way that ensures appropriate security, including protection against 

unlawful or unauthorised processing, access, loss, destruction or damage’’ 

Data Protection Act, 1998 

 

General Data Protection Regulation (GDPR) 

GDPR is a regulation signed by the Member States of the European Union in April, 

2016. Its aim is, as further explained below, ensuring the cybersecurity of EU citizens. 

Key Points of General Data Protection Regulation, 2016 

‘‘• easier access to their data — including providing more information on how that data is 

processed and ensuring that that information is available in a clear and understandable way; 

• a newright to data portability — making it easier to transmit personal data between service 

providers; 

• a clearer right to erasure (‘right to be forgotten’) — when an individual no longer wants 

their data processed and there is no legitimate reason to keep it, the data will be deleted; 

• right to know when their personal data has been hacked — companies and organisations 

will have to inform individuals promptly of serious data breaches. They will also have to 

notify the relevant data protection supervisory authority’’ 

 

Possible Solutions 

In order to prevent from further violations of protection of personal information, 

encouragement to the implementation of new laws regarding cyber crimes could be 

considered, since many Member States, including the United States, haven’t adopted a data 

protection law. A common ground about the limits of personal data storage by companies and 

States should be reached. A new protocol about website building could be published, since 

most websites, trying to avoid from higher payments, are not very concerned about cyber 

security. 



	
 

 

 

On the other hand, it may easily be said that one of the reasons of the increasing 

number of cybercrimes is the lack of awareness. Even though people are now more conscious 

than before, there are still a lot of things that need to be done to raise further awareness in 

order to prevent from abuse of the personal information people share with numerous websites. 

The problems that companies face with due to their employees not being knowledgeable 

about cyber security should also be borne in mind. Public service ads, projects, establishment 

of organizations etc. could be constructive. 

 

Bibliography 

Image 1: https://www.enigmasoftware.com/top-20-countries-the-most-cybercrime/ 

https://www.gov.uk/data-protection  

https://eur-lex.europa.eu/legal-content/ENG/LSU/?uri=CELEX%3A02016R0679-20160504 

http://www.un.org/en/universal-declaration-human-rights/  

https://twitter.com/realdonaldtrump 

 

 


