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Introduction to the Issue 

As technology keeps evolving and improving, it gets keeps getting harder and harder for governments to 

hold people accountable for their actions on the cyberspace. As a consequence of the rapid advancement 

of technologies, people have started resulting in cyberattacks as a way of achieving monetary gain, along 

with governments starting to use cyberattacks to gain confidential information belonging to other states. 

Cyberattacks can cause significant damages to a nation’s economy as well as a private companies well-

being, for example, in 2001 a worm intended to de-rail the Iranian nuclear program caused damage to 

their nuclear centrifuges. Cyber attribution refers to the action of finding the person or people responsible 

of a certain action on the cyberspace and must be achieved in order to effectively hold individuals or 

organizations accountable for their actions on the cyberspace. The main problem with establishing a 

viable guideline for cyber accountability is that the cyber attribution must be unbiased, and therefore not 

favor any country over another. At this moment in time, there exists no stateless organizations tasked with 

ensuring cyber accountability. A viable guideline for ensuring cyber accountability must be established as 

soon possible, and without it, international conflicts could arise due to the lack of a third party to call for 

(Monetary damage caused by cybercrime from 2001-2017) 
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the attribution of a cybercrime. 

Involved Countries & Organizations 

Country/Organization  

The International Criminal Police Organization (INTERPOL) 

The International Criminal Police Organization, or INTERPOL for short is an intergovernmental 

organization that consists of 193 member countries. INTERPOL is responsible for major international 

crimes and has started taking on cases of cybercrime. A recent example of INTERPOL interfering in and 

solving a cybercrime was in 2014, when they launched “Operation Strikeback”, putting an end to an 

international extortion operation. The fact that most cybercrimes are international by nature makes the 

role of INTERPOL in solving cybercrimes just that much more influential.  

United States of America  

The USA has had a major role in cybercrimes both international and national. With having been one of 

the first countries to illegalize cybercrime, being the victim of many cyberattacks and being the country 

that has established national cybercrime agencies, along with bearing many private companies that have 

tasked themselves with cyber attribution and the resolution of cyberattacks, USA is one of the leading 

countries on the matter of ensuring cyber accountability and resolving and preventing cyberattacks. 

RAND Corporation 

The RAND Corporation is an American non-profit company that specializes in research and analysis. 

RAND took a major initiative in establishing a viable guideline for ensuring cyber accountability when 

they proposed the first stateless cyber attribution organization, the Global Cyber Attribution Consortium 

(GCAC). This organization that is in the process of being established would be responsible for the 

attribution of major international cybercrimes. 

Russia 

Russia has played a role in cybercrime ever since the first investigated case of an international 

cyberattack. In 1986, it was discovered that a hacker was trying to steal American secrets to sell to the 
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KGB, the security agency of the USSR which is the predecessor of modern-day Russia. Since then, 

Russia has been the victim, and alleged perpetrator of many cyberattacks, such as the Democratic 

National Committee hack of 2016, which is believed to have greatly influenced the US presidential 

election that took place that year.  

Internet Crime Complaint Center (IC3) 

The IC3 is a sub-division of the Federal Bureau of Investigation (FBI) in the USA. It is charged with 

resolving crimes committed over the internet such as cyberattacks and plays a major role in cyber 

accountability in the USA. The IC3 specifically deals with online extortion identity theft, computer 

intrusions, international money laundering, economic espionage and various other cybercrimes that 

originate in the USA. 

Germany 

Germany’s role in cybercrime can be seen specifically when the European region is examined. Germany 

is one of the leading countries in Europe in the matter of cyber security, and alongside being one of the 

most prominent supporters of INTERPOL, was the first ever country to hold criminal proceedings against 

an individual on the grounds of cybercrime. In the aforementioned first investigated case of cybercrime, it 

was found in fact to be a German hacker who was the perpetrator of the attack on the USA. 

The European Cyber Security Organization (ECSO) 

Established in June 2016, ECSO is a non-profit global organization that deals with cyber security matters 

in the European region. ECSO’s mission is to support all types of initiatives or projects that aim to 

develop, promote and encourage European cybersecurity, and will undoubtably play a major role in 

European cybersecurity matters in the coming years. 

Democratic People’s Republic of Korea (DPRK) 

DPRK, or more commonly known as North Korea is believed to have been the perpetrator of some of the 

most influential cyberattacks that took place in the last decade. Although not much is known about the 

cyber capabilities of North Korea due to the nature of their current regime, national security agencies 

around the world have deemed them to be a very influential player in global events that take place on or 
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are linked to the cyberspace. South Korean officials have gone on to claim that North Korea’s cyber-army 

passes well over six thousand personnel. 

 

Detailed Analysis of the Issue 

A	viable	guideline	for	cyber	accountability	must	be	established,	as	without	it,	false	allegations	

against	countries	may	lead	to	unwanted	international	conflicts.	The	main	problem	with	agencies	

tasked	with	cyber	attribution	that	exist	now	is	that	they	belong	to	a	state,	and	therefore	are	biased.	

Stateless	organizations	such	as	the	INTERPOL,	ECSO,	the	proposed	GCAC	by	RAND	Corporation	and	

various	others	exist,	however	they	are	relatively	new	and	consequently	cannot	sufficiently	evaluate	

and	attribute	a	certain	state,	organization	or	individual	to	a	cybercrime.	Take	the	recent	2016	DNC	

hack	for	example;	the	DNC was hacked during the 2016 presidential elections in the United States, 

where many confidential emails belonging to high-ranking individuals of the DNC were leaked to the 

public, and a potential change in the outcome of the votes occurred. USA claimed that Russia was the 

perpetrator of the attack. Russian representatives denied this allegation, and there was no unbiased referee 

to call if the allegation was true or not, just countries with political motivations to support either side. The 

reason US officials couldn’t publicly give any proof for their allegations were that their information that 

lead them to believe that Russia was the perpetrator of the attacks were most likely because their 

information was clandestine. 

Pillars of cyber attribution 

 There are three main attribution indicators that governments and corporations use to attribute a 

cybercrime to the perpetrator, these are: Technical, Political and Clandestine. Technical indicators include 

computing and network details of the perpetrator and is usually solid proof of who the perpetrator is. 

Political indicators require diplomatic knowledge about the motivation of governments and political 

operatives and is regarded as a less reliable indicator of attribution. The third type of indicator is 

clandestine. Clandestine indicators are produced by intelligence agencies who use classified information 

and political insights to attribute the cybercrime to a party. It is hard for governments to attribute a 

cybercrime to a party using clandestine indicators due to the fact that doing so would result in the 

classified information also being leaked and the government’s method of gaining information being 
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exposed. These indicators in isolation cannot provide guarantees, however if looked at all together, a high 

level of confidence can be achieved about who the crime should be attributed to. After these three types 

of attribution indicators are examined and the organization or agency conducting the investigation has 

come up with the person or people responsible for it, there are two roads they can take. They can go 

public with the attribution, which brings up several risks. The disadvantages of going public with an 

attribution include the technical vulnerability of the system that was exploited becoming public, which 

could lead to more attacks and damage caused to the victim, revealing the sources of the methods that 

brought them to the attribution and the possibility of a false attribution leading to conflicts. However, 

going public with an attribution can help encourage potential victims increase their defenses against 

attacks and is a must if the agency that conducted the investigation wants to hold the attackers 

accountable for their actions. Having a stateless organization such as the proposed GCAC would help in 

both the initial attribution to take place and would increase the credibility of the attribution itself. 

Challenges of Attribution and Accountability 

 As mentioned before, the most significant challenge in cyber attribution is that there are no 

stateless organizations that solely deal with attribution. Without having such an organization, it is nearly 

impossible to reach irrefutable proof of who instigated an attack due to the bias that federal intelligence 

agencies would have on allied nations and nations that they are not in good relations with. Furthermore, 

the issue of anonymity remains a prominent factor in the process of attribution. The cyberspace enables 

parties to act in varying levels of anonymity. Without technical indicators of an attribution being ironclad, 

the attribution itself consequently becomes unreliable, and observing that the technical indicators can be 

nearly completely bypassed by parties skilled in computer technologies, it can become extremely hard for 

agencies and organizations to effectively attribute a cyberattack to a certain party. Another challenge of 

attribution is that on the cyberspace, effects are not instantaneous. Malicious parties could intrude upon a 

network and administer effects that can go unnoticed for weeks, months or even years, and by the time 

that the effects are noticed, the perpetrator would have had more than enough time to cover their tracks.  

 The constant and exponential growth of technology is beneficial in the sense that can lead to new 

ways for Member States to take while establishing a viable guideline for cyber accountability, however it 

can also consequently create more ways for malicious parties to commit cybercrimes and advance their 

attacks. This continuous growth of technology should be incentive for countries who have not already 
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done so to create national legislations criminalizing cybercrimes in an effort to decrease the possibility of 

the rise of cybercrimes.  

List of Important Events 

1986 

US Physicist Cliffard Stoll tracks down German hacker who 

had infiltrated various US agencies and collected information 

to sell to the KGB. First ever investigation conducted 

concerning a cyberattack. 

2/11/1988 

First occurrence of an internet worm. Robert Tappan Morris, a 

student at Cornell University caused the shut down of about 

10% of the world’s internet servers. 

1997 

The National Security Agency (NSA) conducts a test that 

reveals vulnerabilities to government and military computers 

throughout the USA. 

15/7/2001 

A computer worm named Code Red affects all computers 

running on Windows. Significant websites such as the White 

House site are disabled. 

27/4/2007 

DDoS attacks on Estonian websites takes place shutting down 

nearly all Estonian websites during conflict with Russia, 

publicly attributed to Russia. 

20/7/2008 

Weeks before the Russian invasion of Georgia, Georgian 

internet servers suffer DDoS attack widely attributed to 

Russia. 

2010 

Stuxnet worm developed to de-rail the Iranian nuclear program 

causes significant physical damage to Iranian centrifuges. First 

publicly known case of a cyber-attack causing physical 

damage to a government. Attributed to USA. 

11/2011 – 9/2012 
DDoS Attacks on over 45 major US banks causes significant 

monetary damages to USA.  

15/8/2012 Saudi Arabian oil company “Saudi Aramco” infected by 
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computer that effected over 30.000 computers, attributed to 

Iran. 

24/11/2014 

Sony Pictures gets hacked and confidential data belonging to 

the company is released. Attributed to North Korean hacker 

movement “Lazarous” 

8/4/2015 

French TV network “TV5Monde” is hacked and goes offline 

for 15 hours. The hack caused a false attribution to terrorist 

group ISIS, however was later on attributed to a Russian 

hacker group. 

27/4/2016 

The Democratic National Committee of USA is hacked and 

confidential e-mails are leaked, causing an impact on the 

ensuing presidential election. 

12/5/2017 

Ransomware by the name of “WannaCry” infects over 

200.000 computers worldwide, and damages healthcare, 

transportation and telecommunications services of countries. 

Not officially attributed, however some private companies 

have attributed it to the aforementioned Lazarous group. 

 

Past Resolutions and Important Documents 

• Combating the criminal misuse of information technologies, January 2002 (56/121)  

• Creation of a global culture of cybersecurity and the protection of critical information 

infrastructures, January 2004 (58/199) 

• Creation of a global culture of cybersecurity and taking stock of national efforts to protect critical 

information infrastructures, March 2010 (64/211) 

The resolutions passed by the UN above are related to the matter of establishing a viable guideline for 

cyber accountability, however haven’t been of much significance for the progress of cyber attribution, 

and therefore haven’t created a viable solution to the issue at hand due to the lack of enforcement by the 

UN. 



 
 

    8 

Past Attempts to Solve the Issue  

As also mentioned in the “Past Resolutions and Important Documents” section of this report, there have 

been various resolutions debated and passed by the UN, however they have not been able to make a 

significant impact on the issue. One of the reasons why the aforementioned resolutions have failed to 

solve the issue is that these resolutions are about cyber security matters; however, they don’t specifically 

focus on the issue of ensuring cyber accountability. Governments have established national cyber security 

agencies to ensure the well-being of their citizens in respect to cybercrime. International agencies such as 

the INTERPOL have started to direct their focus on cybercrime, however an agency that deals with such a 

broad variety of issues such as the INTERPOL itself is not enough to solve the issue of cybercrime. The 

ECSO, as opposed to INTERPOL is an organization that deals specifically with cybercrime, however it is 

regional, so they only deal with matters in the region of Europe.  

Possible Solutions 

The first step that needs to be taken in order to establish a viable guideline for ensuring cyber 

accountability is the establishment of an intergovernmental organization that deals specifically with 

cybercrime, and attribution. The proposed idea by RAND Corporation, GCAC would be a good model for 

an organization such as this. In addition to being intergovernmental, this organization that is to be 

established could be a subsidiary of the UN, working under supervision of the UN itself. Furthermore, 

countries which have not already done so could adopt policies to criminalize national cybercrime and 

countries which have already criminalized it could possibly strengthen their laws concerning the issue. In 

addition to the establishment of an international organization and increased criminalization of cybercrime, 

countries could increase the information available to the general public concerning cybercrimes, which 

would in turn make the citizens of that country less likely to become a victim of a cybercrime. 
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