
 
 
 
 
 

Committee: Economic and Social Committee (ECOSOC) 

Issue: Combating the illicit use of cryptocurrency measures 

Student Officer: Naz Tunacı (Vice President) 

 

Introduction to the Issue 
Cryptocurrencies have significantly impacted the global economy throughout the 

years years as a method of financial transaction. A cryptocurrency may be simply defined as 

a virtual or digital currency designed to work as a medium of exchange. The “crypto” part in 

the term “cryptocurrency” arises from cryptography, which is used to secure and verify 

transactions along with controlling the formation of new units of a particular cryptocurrency. 

Essentially, cryptocurrencies are limited entries in a database that no one can change unless 

specific circumstances are implemented. As cryptocurrencies are becoming more and more 

widespread; tax authorities, law enforcement agencies and legal regulators are trying hard to 

understand the conception of crypto coins and where they stand in today’s legal frameworks 

in the economic world.  

First released in 2009 by Satoshi Nakamoto, Bitcoin is the world’s first decentralized 

digital currency. Unlike international bank transfers at the time, one of the reasons why it had 

a huge interest from people all around the world is because it is low-cost and almost 

instantaneous. However, bitcoin didn’t catch people’s attention until the start of 2017, when 

it’s price rose up to about 1,000 USD and hit a number of over 19,000 USD in late 2017s. 

There are over 1,600 cryptocurrencies in existence, with new ones being created frequently. 

As of today, some examples of the most popular cryptocurrencies besides Bitcoin are 

Ethereum (ETH), Ripple (XRP), Bitcoin Cash (BCH) and Litecoin (LTC). This variety and 

how successfully Bitcoin leads the crypto coin world brings the question of the permanency 

and the effectiveness of cryptocurrency. Some countries have banned the use of 

cryptocurrencies in order to avoid the illicit use of it. However, there are no international 

agreements on the future of cryptocurrencies.  

 



 
 
 
 

 

Explanation of Important Terms 
Transaction  

A transaction is an agreement between a buyer and a seller to exchange services, 

goods or financial appliances. Transactions in terms of sales between buyers and sellers are 

comparatively straightforward. However they can become more complex in the accounting 

world since businesses may sometimes make deals today which won't be settled until a future  

date, or they may have expenses that are known but not yet due. A transaction in the world of 

cryptocurrency is a transfer of a crypto coin (for example a Bitcoin) value that is broadcast to 

the network and collected into blocks. A transaction typically references previous transaction 

outputs as new transaction inputs and dedicates all input Bitcoin values to new outputs. 

Transactions are not encrypted, so it is possible to browse and view every transaction ever 

collected into a block. Once transactions are buried under enough confirmations they can be 

considered irreversible. 

 

Blockchain  

Blockchains store information across the network of personal computers, making 

them not just decentralized but also distributed. The people who run the system use their 

computers to hold bundles of records submitted by others, known as “blocks”, in a 

chronological chain. The blockchain uses a form of math called cryptography to ensure that 

records can’t be counterfeited or changed by anyone else.  
 

“How does blockchain work?” - https://www.g2crowd.com/categories/blockchain 

 

 

 

 

 

 



 
 
 
 
Decentralization 

Decentralization of blockchain technology means that it doesn’t rely on a central point 

of control. The lack of a single authority makes the system fairer and considerably more 

secure. Rather than relying on a central authority to securely transact with other users, 

blockchain utilizes innovative consensus protocols (a set of rules that describe how the 

communication and transmission of data between electronic devices works) across a network 

of nodes, to validate transactions and record data in a manner that is indestructible. 
 

Cryptography  

Cryptography is associated with the process of converting ordinary text into 

unintelligible text and vice-versa. It is a method of storing and transmitting data in a 

particular form so that only those for whom it is intended can read and process it. 

Cryptography not only protects data from alteration or theft, but can also be used for user 

authentication. 
 

Mining  

Cryptocurrency mining, or cryptomining, is a process in which transactions for 

various forms of cryptocurrency are verified and added to the blockchain digital ledger. Each 

time a cryptocurrency transaction is made, a cryptocurrency miner is responsible for ensuring 

the authenticity of information and updating the blockchain with the transaction. The mining 

process itself involves competing with other cryptominers to solve complicated mathematical 

problems with cryptographic hash functions that are associated with a block containing the 

transaction data. 
 

Fiat Currency  

A fiat currency is a currency which is declared to be legally accepted by a government 

and that has a value which depends on the relationship between supply and demand rather 

than the value of the material it’s made of. Unlike physical commodities like silver or gold, 

which are referred to as commodity currencies, the value of a fiat currency represents the 

strength of the government that issues it. Some examples of fiat currencies are the U.S. 

Dollar, Great British Pound and Euro.  

 

 



 
 
 
 

 

Detailed Analysis of the Issue 

Cryptocurrency generally works on the theory of solving encryption algorithms to create 

unique hashes that are finite in number. By using a cryptocurrency, a person is able to 

exchange value digitally without the oversight of a third party. Combined with a network of 

computers that verify transactions, people are able to exchange hashes as if exchanging 

physical currency, and the most popular electronic currency that provides this to people is 

Bitcoin. Bitcoins may be considered safe in terms of the reduced risk of thefts, fraud and etc. 

because of providing the accessibility of the money to be in a wallet on an electronic device 

only. The information that come from transactions are incorporated to the blockchain through 

computers that are in charge of solving complex mathematical problems. Once a transaction 

is confirmed, it is added to the blockchain as a permanent file. The system of blockchain 

ensures that all transactions are done anonymously while the loss of money due to unstable 

exchange rates are prevented. In addition; the value of cryptocurrencies can rise or fall 

according to the frequency with which coins are exchanged over the internet, just like other 

fiat currencies that are in the world economy.  

 

Misuse of Cryptocurrencies 

More an more people are worrying about the criminals who are increasingly using 

cryptocurrencies for illegitimate activities such as money laundering, terrorist financing and 

tax evasion. The biggest problem for combating money laundering and countering terrorist 

financing is the anonymity that prevents cryptocurrency transactions from being adequately 

monitored, which results in allowing shady transactions to occur outside of the regulatory 

perimeter, allowing criminal organisations to use cryptocurrencies to obtain easy access to 

“clean cash” One of the most infamous illegal industries that utilised cryptocurrency trade 

between their users, benefiting from the anonymity of the Blockchain, is “Silk Road”; an 

underground online market operation, which was shut down by the Federal Bureau of 

Investigation (FBI) due to drug dealing and stealing goods.  

 



 
 
 
 

 

Volatility of the Cryptocurrency Values  

The process of mining in the field of cryptocurrency is both energy and time consuming, and 

generally is not profitable, due to the fat that the cost of electricity used in the process may 

easily exceed the value of the cryptocurrency that is obtained. Since the amount of 

cryptocurrency that can be obtained is finite, mining process gets becomes more difficult as 

more miners are involved. Thus, the prices of cryptocurrencies increase.  

 

Potential to Replace Popular Fiat Currencies 

Some cryptocurrencies such as Bitcoin have the potential to replace the most popular fiat 

currencies, like the USD, in which the price of many important commodities like petroleum is 

settled. This dependency on USD leads countries whose economies are heavily affected by 

the oil imports or by the imports of other major commodities to maintain high amounts of 

USD stockpiles, which creates a constant demand on the currency and thus maintains the 

United States’ status as the global economic superpower. If cryptocurrencies were to be used 

to settle the prices of major commodities, the economic relations on the global stage will 

surely change.  

 

Some Approaches to Cryptocurrencies 

Countries have approached to the issue of cryptocurrencies in different ways. Some nations 

do not consider cryptocurrencies as a commodity, a stock or even a digital currency. This 

approach enables the trading of cryptocurrencies to be fully tax exempted if the capital gains 

are under a specific quota. On the other hand, some countries like PR China pass regulations 

and impose bans on the trade of cryptocurrencies in order to avoid all the illicit activities that 

are related to the issue.  

 

 



 
 
 
 

 

Involved Countries 
 

The United States of America 

As the Trump administration’s mindset focuses on developing existing government 

and financial systems, their interest in blockchain and cryptocurrency has been relatively 

positive. Although most of the states have not passed any specific regulations regarding the 

use of blockchain technology and cryptocurrency yet; some states have promoted them, while 

some ensured to deter residents from using it. Nevertheless, the Trump administration has 

affirmed its commitment and interest towards the blockchain technology adoption as it could 

actually be beneficial for government operations, which was emphasized by senior White 

House officials at the Data Transparency 2017 Conference. Margie Graves, the Acting Chief 

Information Officer of the US Office of Management and Budget, stated, “These kinds of 

technologies are always something that we should explore. I don’t want my customers to be 

the last to know, or to be the last to be able to take advantage of some of these.” referring to 

the blockchain or distributed ledger technology. Graves specifically claimed that the 

blockchain technology could be used to minimize waste, spending and incidents of fraud in 

her speech.  

On the other hand, the greatest threat that cryptocurrencies are posing to the US 

economy is the possibility of Bitcoin replacing the United States Dollar, as the world’s 

reserve currency. As new individuals invest in cryptocurrencies such as Bitcoin and 

Ethereum everyday, this possibility increases and creates a concern on the issue. If the USD 

were to be replaced by any other currency as the global reserve currency, the demand for 

USD would decline, resulting upon the great depreciation of the USD’s value. This 

devaluation may seriously threaten the economy of the USA, leading to a hyperinflation, 

whose consequences may be as significant as the downfall of the USA’s status as a global 

power. The country also has also expressed its main concern about the issue is to ensure that 

cryptocurrencies are not used for illicit activities.  

 

 



 
 
 
 
 

People’s Republic of China (P.R.C) 

People’s Republic of China is home to the world’s largest community of Bitcoin 

miners. However, the nation is positively determined to ban all the cryptocurrency-related 

activities within its borders. In 2017, China banned initial coin offerings and crowdfunding 

centred around cryptocurrency and this resulted in an instant decrease of  %6 decline in 

Bitcoin prices. Then, the nation demanded all local exchanges to end the cryptocurrency trade 

and discouraged Bitcoin mining. It can be claimed that China’s main objective behind this 

strategy is trying to eliminate any risks from its financial markets, as cryptocurrencies pose 

the threat of fraud and money laundering to the state officials. As of January 2018, the 

company that runs China’s two largest Bitcoin-mining collectives named Bitmain started to 

set up regional headquarters in Singapore and conduct mining operations in the USA and 

Canada. 

 

List of Important Events 

Date Description of Event 

August 18, 2018 The domain name bitcoin.org is registered. 

October 31, 2018 Satoshi Nakamoto, the designer of bitcoin, 

publishes a paper called “Bitcoin: A 

peer-to-peer Electronic Cash System”, 

officially starting the cryptocoin revolution. 

January 12, 2009 The first ever Bitcoin transaction occurs 

when Nakamato sends 10 Bitcoins to a 

computer programmer and crypto-pioneer, 

Hal Finney.  

February 3, 2010 First ever real-life Bitcoin transaction 

 



 
 
 
 

occurs, when 10,000 Bitcoins were used to 

buy two pizzas from Papa John’s.  

August 15, 2010 Bitcoin is hacked, exposing a major 

vulnerability in the system. It is famously 

acknowledged with the words: “We’ve had 

a problem here.” 

February 3, 2011 Bitcoin competitors such as Namecoin, 

Swiftcoin and Litecoin introduce themselves 

to the cryptocurrency market. Bitcoin is 

criticised because of being used on “Dark 

Web” and particularly on sites such as Silk 

Road. However, this event didn’t stop the 

price of Bitcoin in going skyrocket. 

January 15, 2012 Cryptocurrencies begin to enter the popular 

consciousness, including a fictionalised trial 

in the third season of US drama The Good 

Wife. 

 

October 29, 2013 The first ever publicly accessible Bitcoin 

ATM is launched in Waves Coffee Shop in 

Vancouver, Canada.  

December, 2013  Vitalik Buterin releases a white paper on 

Ethereum where he describes the technical 

design and rationale for Ethereum in a 

detailed manner.  

August 4, 2014 Microsoft begins to allow Bitcoin 

transactions for their games. 

 



 
 
 
 

July 2, 2015 Bitstamp, a European based bitcoin 

exchange, becomes the victim of a security 

breach after being hacked, but it resumed 

trading a few days later, assuring customers 

that they have not lost their funds. 

 

April, 2017 Japan passes a law to accept bitcoin as a 

legal payment method. This increased the 

value of Bitcoin higher than 1000 USD.  

May 15, 2017 Skandiabanken in Norway integrates bitcoin 

accounts and recognises bitcoin as an 

investment asset and payment system. 

September, 2017 China bans companies from raising money 

through initial coin offerings (ICOs), and 

asks local regulators to inspect 60 major 

platforms. 

 

December, 2017 The value of Bitcoin rises to its all-time 

high of 19,783 USD. In the same month, 

bitcoin drops below 13,000 USD but 

increases to 15,000 USD over the Christmas 

weekend.  

January, 2018 South Korea adopted a regulation that 

banned anonymous trading of bitcoins, 

making sure that all traders reveal their 

identities. 

 

 



 
 
 
 

 

Relevant International Documents 

1. “World Economic Situation and Prospects” - Monthly Briefing, 13 November 

2017 

https://www.un.org/development/desa/dpad/wp-content/uploads/sites/45/publication/wes

p_mb108.pdf 

This document released by the UN body Department of Economic and Social Affairs, 

explains cryptocurrency in today’s economic world thoroughly. First it introduces 

cryptocurrency and the leading value, Bitcoin and then it explains the risks that it poses to 

many global economies and policymakers. The document also mentions the previous 

regulations that have been passed by some member countries in the frame of the limitation of 

the trade in cryptocurrency.  

2. How can Cryptocurrency and Blockchain Technology Play a Role in Building 

Social and Solidarity in Finance? - United Nations Research Institute for Social 

Development, February 2016 

http://www.unrisd.org/80256B3C005BCCF9/httpNetITFramePDF?ReadForm&parent

unid=196AEF663B617144C1257F550057887C&parentdoctype=paper&netitpath=80256

B3C005BCCF9/(httpAuxPages)/196AEF663B617144C1257F550057887C/$file/Brett%2

0Scott.pdf 

Just like the previous document, this document also introduces the technology of 

cryptocurrency and then discusses the potential points of concern and conflict. The document 

concludes with suggestions for further research.  

3. Contribution to the UNCTAD Draft Call for Action on the Aid for eTrade 

Initiative - United Nations Conference on Trade and Development, April 2016 

 

 

https://www.un.org/development/desa/dpad/wp-content/uploads/sites/45/publication/wesp_mb108.pdf
https://www.un.org/development/desa/dpad/wp-content/uploads/sites/45/publication/wesp_mb108.pdf
http://www.unrisd.org/80256B3C005BCCF9/httpNetITFramePDF?ReadForm&parentunid=196AEF663B617144C1257F550057887C&parentdoctype=paper&netitpath=80256B3C005BCCF9/(httpAuxPages)/196AEF663B617144C1257F550057887C/$file/Brett%20Scott.pdf
http://www.unrisd.org/80256B3C005BCCF9/httpNetITFramePDF?ReadForm&parentunid=196AEF663B617144C1257F550057887C&parentdoctype=paper&netitpath=80256B3C005BCCF9/(httpAuxPages)/196AEF663B617144C1257F550057887C/$file/Brett%20Scott.pdf
http://www.unrisd.org/80256B3C005BCCF9/httpNetITFramePDF?ReadForm&parentunid=196AEF663B617144C1257F550057887C&parentdoctype=paper&netitpath=80256B3C005BCCF9/(httpAuxPages)/196AEF663B617144C1257F550057887C/$file/Brett%20Scott.pdf
http://www.unrisd.org/80256B3C005BCCF9/httpNetITFramePDF?ReadForm&parentunid=196AEF663B617144C1257F550057887C&parentdoctype=paper&netitpath=80256B3C005BCCF9/(httpAuxPages)/196AEF663B617144C1257F550057887C/$file/Brett%20Scott.pdf


 
 
 
 
 

https://unctad.org/Sections/dtl-Aid4eTrade/docs/dtl_aid4eTrade_c03_WorldBank_en.p

df 

This document explains what e-commerce is and then describes the legal and regulatory 

frameworks of e-commerce skills development.  

 

Past Attempts to Solve the Issue  

Even though many member states have been passing laws and regulations to adjust 

the use of cryptocurrencies, there has not been any joint attempts to eliminate the risks of 

cryptocurrencies on the global markets. The issue of cryptocurrencies has not been discussed 

in an extensive and a detailed manner and moreover, there has not been a major progress at 

the United Nations, although it has been discussed on various platforms.  

However, the report published by the UN Conference on Trade and Development 

(UNCTAD) revealed that the system of currencies and capital rules, which bind the world 

economy, were the dominant cause of the financial and economic crisis as they are not 

working properly. This report carries a great importance in the financial field as it is the first 

time multinational institution has proposed to replace the US Dollar as the world’s reserve 

currency, by an artificial currency. Detlef Kotte, one of the authors of the report has stated 

“Replacing the Dollar with an artificial currency would solve some of the problems related to 

the potential of countries running large deficits and would help stability.” A cryptocurrency 

may be the answer to UNCTAD’s question of finding an artificial currency; however none of 

the UN organisations have brought up this issue.  

 

Possible Solutions  

Given the urgency of the issue, all delegates should start their preparations with 

deciding upon if their assigned country supports the cryptocurrency development in 

 

https://unctad.org/Sections/dtl-Aid4eTrade/docs/dtl_aid4eTrade_c03_WorldBank_en.pdf
https://unctad.org/Sections/dtl-Aid4eTrade/docs/dtl_aid4eTrade_c03_WorldBank_en.pdf


 
 
 
 
economic  world or perceive cryptocurrencies as a global threat. Delegates can propose to 

recognize all cryptocurrencies such as Bitcoin, Ethereum and Ripple as valid currencies and 

promote actions to increase the transparency in their transactions to be able to avoid the 

possibility of corruption and fraud. In order to build up on the trust environment, trade 

agreements and partnerships with the private sector should also be maintained. On the other 

hand, it may also be proposed that all cryptocurrencies should be recognized as a threat to 

financial assets and markets. Delegates can also inspect the malicious uses of 

cryptocurrencies with the aid of the United Nations to avoid the violation of human rights and 

criminal offenses and urge member states to impose restrictions and regulations on the trade 

of cryptocurrencies by establishing different committees. Furthermore, delegates can 

introduce new regulations regarding the use and cost of electricity in cryptocurrency mining 

processes; in order to be able to discourage miners from continuing their activities instead of 

directly banning the use of cryptocurrency. 

 

Useful Links 

- www.youtube.com/watch?v=r43LhSUUGTQ. - This video titled as “Understand 

the Blockchain in Two Minutes” was uploaded by the Institute for the Future (IFTF). 

It briefly explains what blockchain is and how it works. It may be helpful for the 

delegates to simply understand the meaning of one of the key concepts, blockchain. 

 

- https://www.forbes.com/sites/kashmirhill/2014/01/31/bitcoins-legality-around-the-wo

rld/#2e9970d83ccd - This article titled as “Bitcoin's Legality Around The World” was 

written by Kashmir Hill. It may provide delegates with the perspectives of their 

countries towards the issue of cryptocurrency. Therefore, it may be helpful for the 

delegates to learn about their country’s policy towards the subject.  

 

 

http://www.youtube.com/watch?v=r43LhSUUGTQ
https://www.forbes.com/sites/kashmirhill/2014/01/31/bitcoins-legality-around-the-world/#2e9970d83ccd
https://www.forbes.com/sites/kashmirhill/2014/01/31/bitcoins-legality-around-the-world/#2e9970d83ccd
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